With the growing number of smartcard applications there comes an increasing need to restrict access to the card itself. In previous work we proposed the pressure sequence biometric, within which a biometric sensor is integrated onto the card in a low-cost and mechanically compliant manner. Using an off-card verifier we demonstrated reasonable discrimination between users. In this paper we consider a number of on-card verification schemes, the best of which offers an equal error rate of 2.3%. On-card computational time requirements were found to be 3.1 seconds for enrolment and 0.12 seconds for verification. Incorporating our implementation into an existing applet used 684 bytes of program space. Whilst data memory requirements are estimated to be 1400 and 300 bytes for enrolment and verification, respectively. These time and size requirements demonstrate our biometric as a practical proposition for the protection of smart cards. Experiments were performed with the iButton's Java Card platform.
Introduction
In the rapidly growing world of the Internet and e-Commerce, smartcards offer the potential to protect data. This illustrates just one of the functions of a smartcard driving the motivation to protect and secure access to the smartcard itself. A number of schemes have been proposed whereby some device external to the smart card captures a biometric quantity, which is subsequently verified on a smartcard platform [19] . Off-card sensors suffer from the limitation that the external biometric device must be both present and trusted. This is hard to achieve [7] . In earlier work [8] we proposed the pressure sequence method, a novel biometric, which is both mechanically and economically compliant for incorporation onto the smartcard itself. In this paper we report on the implementation of enrolment and verification functions of our biometric on Dallas Semiconductor's iButton Java Card platform [18] , thereby demonstrating the viability of our biometric from the perspective of available computational resources.
iButton Enrolment and Verification Requirements
The pressure sequence method measures the differences with which a user taps a sequence, or rhythm, upon a simple polymer pressure sensor. The recognition of people from a series of taps or pulses has some precedent. For example early telegraphic operators recognised other operators by the way in which they keyed information. Operators developed a distinctive 'fist' or telegraphic style that could be recognised [4] . Indeed much work has been reported on the use of a person's typing style, or keystroke dynamics [9] , as a route to identity verification. Rumelhart and Norman [17] offer an explanation for the discriminating basis of keystroke dynamics, suggesting that differences in typing style are due to both the physical characteristics of the hand -such as finger length and agility -and the level of motor control of a person.
The pressure sequence method seeks recognition by the pattern of pressure pulses between fingertip and pressure sensor, resulting to some measure from the biomechanical characteristics of a person's hand and wrist. The human hand is complex and offers scope for discrimination between people. This is demonstrated in its composition of 19 bones, 19 joints and 20 muscles, combining to give 22 degrees of freedom [11] .
For the pressure sequence method to gain merit as a verifier, a high level of discrimination must be demonstrated. Since there are strong similarities between the pressure sequence method and that of keystroke dynamics, the discrimination methods of keystroke dynamics have been investigated for their potential to discriminate between people, based only on a sequence of taps on a single pressure sensor. This is justified in that both result from similar neurophysiological and biomechanical mechanisms and that, at a minimum, both consider time intervals between finger taps.
Experimental Method
To validate the pressure sequence biometric, 34 students and staff from the Electronics and Computer Science department in Southampton participated in an experiment. Each volunteer was asked to choose a short tapping sequence (typically lasting between 2 and 4 seconds), and to tap that rhythm 30 times. Data collection from each volunteer was collected in one single session in a supervised manner at all times. For further details see our earlier work [8] . Figure 1 shows the analogue waveform of a pressure sequence. It is with these macro features; Pulse Heights, Pulse Widths and Interval Durations, that the pressure sequence method aims to discriminate between a valid and an invalid user. A feature extraction algorithm was devised to pre-process the analogue waveform, generating a single column feature vector comprising of (PulseHeight(1), PulseWidth(1), IntervalDuration(1) , ..... , IntervalDuration(n-1), PulseHeight(n), PulseWidth(n)), where n is the number of pulses in a sequence. Table (1) represents the sequence presented in figure 1 as a feature vector.
